Employee Access Restriction Checklist

Access Review, Restriction, and Documentation Record

1. Purpose of This Checklist

Use this checklist to document whether employee access has been reviewed, restricted, disabled, preserved, or
left unchanged after a digital risk alert involving a district-managed device, account, or network. This checklist is
intended for coordinated use by HR, IT, administrators, legal counsel, and other authorized response personnel
when access containment may be needed.

Employee Access Restriction Scope Note

This checklist is provided for general documentation and planning purposes only. NetPropriate does not provide
legal advice, employment advice, forensic advice, law enforcement direction, insurance advice, claims-handling
direction, mandated reporting instruction, or investigative direction. This checklist documents access review and
restriction steps; it does not determine whether discipline is appropriate, whether student safety requires a
specific action, whether evidence is admissible, or whether a specific report or external escalation is required.
All access, leave, reporting, legal-hold, and employment decisions should be made by the appropriate district
officials in coordination with legal counsel, HR, IT, mandated reporters, law enforcement, child protective
agencies, JPAs/risk pools, insurers, qualified forensic professionals, or other authorized entities.

2. Incident / Matter Information

Field Response
Incident / matter name

Date checklist opened

Checklist opened by

Title / role

District / agency

Site / department

Response lead

Legal counsel contact

Related intake form, timeline log, or
incident number

3. Employee / User Information

Field Response
Employee / assigned user name

Employee ID, if applicable

Job title / role

Site / location

Supervisor

Employee classification [0 Certificated [ Classified [0 Management/confidential [ Contractor [
Substitute [0 Volunteer [ Other:

Student-facing role? OYes ONo OUnknown

Bargaining unit / union represented? OYes ONo OUnknown Notes:

Administrative leave reviewed? [OYes ONo OPending ON/A Notes:
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4. Restriction Authorization / Direction

Access restriction should be coordinated through the appropriate district authority. Document who authorized or
directed the access review, restriction, disablement, preservation hold, or other action.

Field Response
Access review requested by

Title / role

Date/time requested

Access restriction authorized by

Title / role

Legal counsel consulted? OYes ONo [ Pending CON/A Notes:
HR consulted? OYes ONo [ Pending CON/A Notes:
IT/technology lead consulted? OYes ONo [ Pending CON/A Notes:

Preservation/legal hold considered before OYes ONo OPending ON/A Notes:
access changes?

5. Access Restriction Checklist

For each access area, document whether access was reviewed, restricted, disabled, preserved, left unchanged, or
not applicable. Coordinate account changes with preservation needs so relevant logs, sessions, records, and
evidence are not inadvertently lost.

Access Area Reviewed? Action Taken Date/Time Completed By Notes
Laptop / district device OYesONoO O No change [0 Restricted I
Pending O N/A Disabled (I Secured I Preserved
Email account OYesONo O O No change [0 Restricted O
Pending OO N/A Disabled O Preserved
Cloud storage OYesONoO O No change [0 Restricted I
Pending O N/A Disabled O Preserved
SIS / LMS access OYesONo O O No change [0 Restricted O
Pending O N/A Disabled I Preserved
VPN / remote access OYesONoO O No change [0 Restricted I
Pending O N/A Disabled O Preserved
Building badge / keys OYesONo O O No change [0 Restricted O
Pending O N/A Disabled I Collected
District phone / messaging OYesONo O O No change [0 Restricted O
tools Pending O N/A Disabled O Collected
Shared drives / document OYesONoO O No change [0 Restricted I
repositories Pending O N/A Disabled I Preserved
Administrative systems OYesONo O O No change [0 Restricted O
Pending O N/A Disabled I Preserved
Other access area: OYesONoO O No change [0 Restricted I
Pending O N/A Disabled O Preserved

6. Preservation Considerations Before or During Restriction

Preservation Area Reviewed? Date/Time Responsible Person / Notes

Device, account, and alert records preserved OYes ONo OPending O

before access change N/A

Relevant logs flagged for preservation OYes ONo OPending O
N/A

Cloud retention or legal hold reviewed OYes ONo OPending O
N/A

Email/account export or preservation need OYes ONo OPending O

reviewed N/A

Active sessions, tokens, MFA, or sync settings OYes ONo OPending O

reviewed N/A

Chain-of-custody log started if device or evidence OYes ONo OPending O

item handled N/A
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7. Student Contact / Physical Access Containment

Area Reviewed? Action / Status Date/Time Responsible Person /
Notes
Student-facing duties OYes ONo OPending O
N/A
Campus access OYes ONo OPending O
N/A
Classroom / office access OYes ONo OPending O
N/A
Student communication OYes ONo OPending O
channels N/A
Substitute or coverage needs OYes ONo OPending O
N/A
Return of district property OYes ONo OPending O
N/A

8. Internal Notifications

Role / Person Notified? Date/Time Notes
HR OYes ONo ON/A
Legal counsel OYes ONo ON/A
IT / technology lead OYes ONo ON/A
Superintendent / designee OYes ONo ON/A
Site administrator OYes ONo ON/A
JPA / risk manager OYes ONo ON/A
Other OYes ONo ON/A

9. Access Modification / Reinstatement Log

Use this section if access is later modified, partially restored, fully restored, or further restricted. Reinstatement
decisions should be coordinated with HR, legal counsel, IT, and appropriate district leadership.

Date/Time Access Area Modification Made Authorized By Completed By Notes

10. Completion and Sign-Off

Field Response
Checklist completed by

Title / role

Date completed

Time completed

Outstanding access questions

Follow-up owner

Next review date/time, if applicable

Signature / initials
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11. Access Restriction Reminder

Access changes can affect preservation, logs, active sessions, evidence availability, and employee process
rights. Coordinate before disabling, wiping, reassigning, or restoring access.

Limit access. Preserve records. Document each change. Keep HR, IT, legal counsel, and district
leadership aligned.

Disclaimer and Use of Materials

The NetPropriate Digital Risk Response Packet and related response guides, forms, logs, and templates are
provided for general informational, educational, documentation, and planning purposes only. These materials are
designed to help school districts, county offices of education, charter schools, joint powers authorities, risk pools,
human resources teams, administrators, legal counsel, technology teams, and other authorized personnel think
through practical response considerations when inappropriate, high-risk, or potentially unlawful digital content is
identified on a district-managed device, account, or network.

These materials do not constitute legal advice, investigative advice, employment advice, forensic advice, law
enforcement direction, insurance advice, claims-handling direction, or mandated reporting instruction. Use of
these materials does not create an attorney-client relationship, investigator-client relationship, consultant-client
relationship, or any other professional relationship with NetPropriate, its employees, contractors, representatives,
or affiliates.

Districts, JPAs, and other organizations should consult their own legal counsel, governing policies, collective
bargaining agreements, insurance/risk-pool requirements, law enforcement contacts, child protective agencies,
and applicable federal, state, and local laws before taking action. Where applicable, users should also follow all
mandated reporting obligations, credentialing-reporting requirements, personnel procedures, evidence-
preservation requirements, privacy obligations, and student-safety protocols.

NetPropriate does not determine whether content is criminal, whether child abuse or exploitation has occurred,
whether an employee has violated law or policy, whether discipline is appropriate, whether evidence is admissible,
or whether any specific report must be made to law enforcement, child protective services, credentialing
authorities, insurers, JPAs, or other agencies. Those determinations should be made by the appropriate district
officials, legal counsel, mandated reporters, law enforcement agencies, child protective agencies, courts, or other
authorized entities.

The guidance provided in these materials is not exhaustive and may not apply to every situation, jurisdiction,
employee classification, bargaining-unit relationship, or factual circumstance. Laws, regulations, reporting duties,
district policies, forensic practices, and agency procedures may change over time. Organizations are responsible
for ensuring that their response practices are current, lawful, policy-compliant, and appropriate for the specific
facts involved.

Nothing in these materials should be interpreted as permission to access, view, copy, transmit, distribute, alter,
delete, or further investigate suspected unlawful content without proper legal, forensic, administrative, or law
enforcement direction. In matters involving suspected child sexual abuse material, child exploitation, abuse,
threats, or other urgent safety concerns, organizations should promptly involve appropriate legal counsel,
mandated reporters, law enforcement, child protective agencies, or other authorized response entities as required.

NetPropriate provides technical detection, alerting, and response-support resources within the scope of its
services. NetPropriate does not replace the judgment, duties, or responsibilities of school districts, JPAs,
administrators, HR professionals, legal counsel, mandated reporters, law enforcement, child protective agencies,
forensic examiners, insurers, or governing boards.

By using these materials, the reader acknowledges that they are responsible for applying their own policies, legal
obligations, professional judgment, and authorized response procedures to the specific circumstances presented.
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